Kamera ANPR  →  NVR  →  Server Golang  →  PostgreSQL
                                      ↓
                                 Sync ke ETNAS / Korlantas

🔷 STEP 1 — Konsep Alur Berdasarkan SDK ANPR
Berdasarkan SDK tipe Device Network ANPR:
Device akan:
1. Mengirim HTTP POST event (JSON/XML)
2. Mengirim snapshot image (multipart/form-data atau URL)
3. Mengirim metadata:
· plateNumber
· confidence
· vehicleType
· laneNo
· timestamp
· direction
· plateImage
· vehicleImage
Server kita harus:
✔ Menyediakan endpoint listener
✔ Parse JSON/XML
✔ Simpan image
✔ Simpan database
✔ Generate violation
✔ Kirim ke pusat

🔷 STEP 2 — Struktur Database Final (Production)
1️⃣ vendors
CREATE TABLE vendors (
    id BIGSERIAL PRIMARY KEY,
    vendor_code VARCHAR(50) UNIQUE NOT NULL,
    vendor_name VARCHAR(100) NOT NULL,
    region VARCHAR(100),
    etnas_url TEXT,
    api_key TEXT,
    is_active BOOLEAN DEFAULT TRUE,
    created_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP,
    updated_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP
);

2️⃣ devices
CREATE TABLE devices (
    id BIGSERIAL PRIMARY KEY,
    device_code VARCHAR(100) UNIQUE NOT NULL,
    device_name VARCHAR(100),
    ip_address VARCHAR(50),
    location TEXT,
    vendor_id BIGINT REFERENCES vendors(id),
    is_active BOOLEAN DEFAULT TRUE,
    created_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP
);

3️⃣ plate_reads (Raw Capture dari SDK)
CREATE TABLE plate_reads (
    id BIGSERIAL PRIMARY KEY,
    device_id BIGINT REFERENCES devices(id),
    plate_number VARCHAR(20),
    confidence NUMERIC(5,2),
    vehicle_type VARCHAR(50),
    lane_no VARCHAR(10),
    direction VARCHAR(10),
    capture_time TIMESTAMPTZ,
    plate_image TEXT,
    vehicle_image TEXT,
    raw_payload JSONB,
    created_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP
);

4️⃣ violations
CREATE TABLE violations (
    id BIGSERIAL PRIMARY KEY,
    plate_read_id BIGINT REFERENCES plate_reads(id),
    vendor_id BIGINT REFERENCES vendors(id),
    violation_type VARCHAR(100),
    status VARCHAR(20) DEFAULT 'pending',
    verified_by VARCHAR(100),
    verified_at TIMESTAMPTZ,
    created_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP
);

5️⃣ etnas_sync
CREATE TABLE etnas_sync (
    id BIGSERIAL PRIMARY KEY,
    violation_id BIGINT REFERENCES violations(id),
    vendor_id BIGINT REFERENCES vendors(id),
    request_payload JSONB,
    response_payload JSONB,
    status VARCHAR(20) DEFAULT 'pending',
    retry_count INT DEFAULT 0,
    last_attempt TIMESTAMPTZ,
    created_at TIMESTAMPTZ DEFAULT CURRENT_TIMESTAMP
);

🔷 STEP 3 — Konfigurasi Kamera/NVR (Mengacu SDK)
Di device/NVR:
1. Masuk ke Event → ANPR → Linkage
2. Pilih HTTP Notification
3. Isi:
POST
http://192.168.100.208:8097/api/violation
Jika SDK support auth:
Header:
X-API-KEY: a1b2c3...
Format:
· JSON (disarankan)
· Multipart jika ada image

🔷 STEP 4 — Implementasi Listener Golang
main.go
package main

import (
	"github.com/gin-gonic/gin"
)

func main() {
	r := gin.Default()

	r.POST("/api/violation", HandleANPR)

	r.Run(":8097")
}

Handler
func HandleANPR(c *gin.Context) {

	var payload map[string]interface{}

	if err := c.ShouldBindJSON(&payload); err != nil {
		c.JSON(400, gin.H{"error": "invalid payload"})
		return
	}

	plate := payload["plateNumber"].(string)
	conf := payload["confidence"].(float64)

	// Simpan ke DB
	id := SavePlateRead(plate, conf, payload)

	// Buat pelanggaran otomatis
	CreateViolation(id)

	c.JSON(200, gin.H{"status": "ok"})
}

🔷 STEP 5 — Simpan Image dari SDK
Jika SDK kirim URL image:
func DownloadImage(url string, path string) error {
	resp, err := http.Get(url)
	if err != nil {
		return err
	}
	defer resp.Body.Close()

	file, _ := os.Create(path)
	defer file.Close()

	_, err = io.Copy(file, resp.Body)
	return err
}
Simpan di:
./storage/plates/
./storage/vehicles/

🔷 STEP 6 — Workflow Operasional
Setelah data masuk:
Raw Plate Read
     ↓
Auto Create Violation
     ↓
Masuk Dashboard Verifikasi
     ↓
Validator Approve
     ↓
Masuk Queue Sync
     ↓
Dikirim ke ETNAS

🔷 STEP 7 — Worker Sync ke ETNAS / Korlantas
Worker setiap 1 menit:
func SyncToEtnas() {

	violations := GetPendingViolations()

	for _, v := range violations {

		payload := BuildEtnasPayload(v)

		resp, err := http.Post(
			v.Vendor.EtnasURL,
			"application/json",
			bytes.NewBuffer(payload),
		)

		UpdateSyncStatus(v.ID, resp.StatusCode)
	}
}

🔷 STEP 8 — Contoh Payload ke ETNAS
Contoh format umum:
{
  "vendor_id": "polda-banten",
  "plate_number": "B1234XYZ",
  "violation_type": "lampu_merah",
  "capture_time": "2026-03-02T10:20:00Z",
  "location": "Simpang XYZ",
  "evidence_plate": "base64",
  "evidence_vehicle": "base64"
}

🔷 STEP 9 — Keamanan Produksi
Wajib:
✔ Validasi IP kamera
✔ Validasi API key header
✔ Gunakan HTTPS
✔ Batasi size upload
✔ Gunakan queue (RabbitMQ / Redis) jika trafik tinggi

🔷 STEP 10 — Testing
1. Gunakan Postman kirim sample JSON dari SDK
2. Pastikan:
· Data masuk plate_reads
· Violation terbuat
· Sync record dibuat
3. Cek log

🔷 Arsitektur Final Siap Produksi
[ANPR Camera]
      ↓
[NVR Event Push]
      ↓
[Golang API Server]
      ↓
[PostgreSQL]
      ↓
[Validation UI]
      ↓
[Sync Worker]
      ↓
[ETNAS / Korlantas]

🎯 Sekarang Sistem Sudah Operasional
Anda sudah punya:
✔ Database lengkap
✔ Listener SDK
✔ Penyimpanan evidence
✔ Workflow pelanggaran
✔ Queue sync pusat
✔ Multi vendor
✔ Bisa scale

Kalau Anda mau, saya bisa lanjut buatkan:
· 🔹 Full project structure Golang siap clone
· 🔹 File .env final production
· 🔹 ERD diagram profesional
· 🔹 Docker compose (Postgres + App)
· 🔹 Dashboard Web Admin
· 🔹 Versi High Availability

